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Abstract
It is crucial to improve smartphone security, given the prevalence of sensitive information stored on them. This
study presents an attack strategy that reveals smartphone PIN entries using computer vision and pattern recognition
techniques. By leveraging modern segmentation and hand skeleton tracking, our method accurately identifies
and analyzes finger movement patterns, even when partially obscured. We can reliably infer the entered PIN by
combining these movement patterns with the smartphone’s position and the on-screen keypad layout. This approach
significantly enhances shoulder-surfing attacks, requiring only a video recording of the entry process. Our attack
requires much less specialized expertise, making it more accessible. We conclude by analyzing the method’s
potential impact and its implications for public safety.
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1 INTRODUCTION
Smartphones have become indispensable in daily life,
offering a plethora of applications while storing vast
amounts of sensitive data. This convenience, however,
increases security risks, particularly with the growing us-
age of smartphones. The advancement in technologies,
including Artificial Intelligence (AI) (Schneier, 2021),
necessitates robust security measures not just at the de-
vice level but also in enhancing user awareness regarding
potential threats. This paper aims to contribute to this
awareness by exploring an attack on smartphone PIN
(personal identification number) entries.

Our feasibility study explores the intersection of IT Se-
curity and Computer Vision (CV) to develop and im-
plement an attack methodology against PIN entries on
smartphones using mostly off-the-shelf components. We
aim to determine how advancements in technology have
made such attacks more accessible compared to, e.g.,
Shukla and Phoha (2019). The primary goal is to devise
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an attack mechanism capable of identifying PIN entries
on smartphones through finger movement analysis us-
ing modern CV techniques and limited resources. We
discuss the feasibility, attractiveness, and profitability of
these attacks for potential adversaries. Additionally, we
identify defensive measures to mitigate the associated
risks, enhancing the overall security of mobile devices
(viz., e.g., Harbach et al., 2014).

Our approach is basically predictive analytics of PIN
entry from a video feed. The priors are pre-existing
knowledge on the shape of a smartphone (for segmen-
tation) and on possible hand skeleton movements (for
finger tracking).

1.1 Scenarios for PIN Entry on Smart-
phones

PIN entry on smartphones is commonly used in multiple
scenarios. Upon booting, multifactor authentication in-
volves the SIM card for possession-based authentication
and a PIN for knowledge-based authentication, typically
starting with a 4-digit PIN that can be customized. For
unlocking devices, users can choose PINs, patterns, or
biometric methods such as facial or fingerprint recogni-
tion. Preferences have shifted towards biometric authen-
tication, though many users still rely on PINs. Even with
biometric authentication, a PIN is required as a backup,
underscoring its continued importance in smartphone
security. Wang et al. (2020) provide a good overview
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Figure 1: The essence of our method, we guessed the PIN 6 7 2 0 from a video feed of finger movements.

of the topic. Certain applications, particularly banking
apps and identity verification services such as German
AusweisApp2 (Willomitzer et al., 2016), specifically
require PIN authentication, often limited to four or six
digits for user convenience.

The selection of a PIN is generally left to the user, with
recommendations favoring high-entropy, random-like
sequences for security. However, memorability often
takes precedence over security in practice, with users
opting for significant dates or simple sequences for ease
of recall (Markert et al., 2020). This approach leads
to commonalities among users’ PINs, with the most
popular 5–8% of PINs accounting for more than half
of all PINs used (see, e.g., Wang et al., 2017). The
preference for convenience also results in PIN reuse
and reluctance to change PINs even after compromise,
reducing security levels significantly. Many users justify
their choice of simple, short PINs by the reduced risk
of forgetting them, prioritizing ease of use and minimal
entry time over security, which inadvertently lowers the
barrier for potential attackers.

Smartphones, given their ubiquity and the sensitive data
they hold, are particularly appealing targets for attackers.
Users often prioritize convenience over security, making
smartphones inadequately protected in many cases. Add
a lack of awareness among some users about proper
security measures, and the result is a high interest of
malicious actors, leading to various forms of attacks.

1.2 Traditional Shoulder-Surfing Attacks
Next, we discuss the “usual”, non-CV-assisted shoulder-
surfing attacks. We explore their risks, consequences,
and limitations.

Everyday Risks

Shoulder-surfing attacks, a subset of observational at-
tacks, involve unauthorized viewing of content displayed
on a device’s screen, most commonly occurring in pub-
lic spaces such as transit systems or cafés (Bošnjak and
Brumen, 2020; Bâce et al., 2022). While not every in-
stance of shoulder-surfing is malicious, the practice can
significantly compromise privacy and security. Users’
countermeasures, such as turning the screen away, are
rarely observed even during sensitive inputs, highlight-
ing a general lack of awareness.

Malicious actors exploit this lack of vigilance by ob-
serving users’ interactions with their devices and noting
down login credentials. The observer might be a stranger
with a single opportunity or an insider with repeated
access, enhancing the chances of successful credential
acquisition. Attackers often use cameras or smartphones
to zoom in and record the information, leveraging tech-
nology to their advantage.

Consequences of PIN Compromise

Shoulder-surfing, primarily aimed at spying on secrets
like smartphone PINs, is often just the initial step in a
broader malicious agenda. Subsequent attacks might
include attempts at reusing the compromised credentials
across various platforms in what is known as a Reused
Credential Attack or Credential Stuffing. The simplicity
and reuse of PINs can lead to unauthorized access to
valuable assets, such as bank accounts or even personal
properties.

If an attacker physically acquires the smartphone, the
compromised PIN allows full access to the device’s func-
tionalities, stored data, and applications. Beyond the
potential resale of the device, the attacker might exploit
sensitive data for identity fraud (Credential Theft), sell
the information (Credential Trading), or use it for ex-
tortion. The device could also be compromised further
through malware installation for surveillance or inclu-
sion in a botnet, broadening the scope of the threat.

A comprehensive overview of potential mobile security
threats and attack vectors is available through resources
such as MITRE ATT&CK: https://attack.
mitre.org/matrices/mobile/, offering in-
sights into the complexity of mobile security and the
importance of robust protective measures

Limitations

Despite the potential severity of consequences of follow-
up attacks after a successful shoulder-surfing attempt,
these attacks inherently have significant limitations. The
primary limitation is the physical proximity requirement.
The attacker needs to be close enough to the victim, often
within their personal space, to observe the PIN entry.
Surveillance with the naked eye becomes ineffective
over larger distances, and even smartphone cameras have
limitations in terms of distance and quality necessary for
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creating usable recordings for the analysis by attacker.
This proximity increases the risk of the attacker being
caught.

Moreover, there is no guarantee of a reliable PIN capture.
The victim might hold their phone in a way that obscures
the view or makes the PIN entry hard to discern. Envi-
ronmental factors, such as bystanders or movements in
public transportation, can also affect the success of the
attack, making it challenging to capture a clear record-
ing. Another critical factor for many subsequent attacks
is gaining physical access to the smartphone, which re-
quires the device to be compromised or stolen. This adds
another layer of risk for the attacker, who must invade
the victim’s personal space again, this time to steal one
of their most personal possessions, ideally without being
detected.

These challenges also affect the scalability of such at-
tacks. An attacker can typically only focus on one target
at a time in a given location. Attempting to observe
multiple targets, possibly recording them and paying at-
tention to PIN entries for quick analysis, requires much
more effort and caution. The quality of PIN capture is
likely to decrease.

1.3 Relevance
Our research addresses an opportunity in the security
landscape by developing an attack strategy that leverages
advancements in CV to expose vulnerabilities in PIN
entry systems on smartphones. This work highlights
the ease with which sophisticated shoulder-surfing at-
tacks can be executed using available CV technologies.
Such technologies are available to anyone. By employ-
ing modern segmentation and hand skeleton estimation
methods, our approach can accurately track finger move-
ments, even under partially obscured conditions. Thus,
we are able to reveal the entered PIN with sufficient
precision. Our method resulted in 44% success rate on
a quite harsh dataset, which is comparable with other
similar approaches (e.g., Cardaioli et al., 2022). The
implications of this are far-reaching, suggesting that con-
ventional PIN-based security measures may no longer
suffice in protecting against modern threats. We reiterate
that the means of reaching above goals are rooted deep
in CV. This work is based on first author’s thesis (Weich,
2023). The source code is available on GitHub under
https://github.com/PatP41/PIN-a-Boo.

2 LEVERAGING THE COMPUTER VI-
SION

To address the limitations of traditional shoulder-surfing
attacks, integrating CV technology offers a significant
enhancement. This approach eliminates the need for
proximity to the target and improves the scalability of
the attack.

PIN-based authentication and shoulder-surfing has been
discussed by Lee (2014); Kwon and Hong (2015);
Anthonio and Kam (2020); Kobayashi et al. (2020);
Khan et al. (2018) among others. Surveys of PIN-entry
(Binbeshr et al., 2021) and of graphical passwords (Por
et al., 2024; Binbeshr et al., 2024) in the context of
shoulder-surfing provide additional information.

Riyadh et al. (2024) are concerned with authentication
in virtual reality. Singh and Koundal (2024) recognize
“air-writing” (arguably, a more complicated category of
gestures) with AI. Bhole et al. (2024) present a two-
factor authentication method for visually impaired.

Security and Applications of CV

Exploring various attacks on knowledge-based authen-
tication methods, particularly PIN entries, reveals the
diverse application of CV and Machine Learning (ML)
techniques in enhancing traditional methods. These at-
tacks are broadly categorized below.

• Attacks on visible hand movements: These attacks
do not require visibility of the keyboard or screen
but rely on observing hand movements. For instance,
Shukla and Phoha (2019) proposed an attack that
deduces passwords from spatial and temporal hand
movement information during input on a full-screen
keyboard, extending beyond mere PIN recognition
to include actions like pressing the shift key. This
attack functions from a distance, reducing the need
for the attacker’s proximity to the victim. Another
approach (Cardaioli et al., 2022) focuses on ATM
(automated teller machine) PIN entries, achieving
over 40% accuracy in recognizing PINs even when
the user partially covers their hand, by analyzing
movements of lower finger joints instead of just the
fingertip.

• Attacks on visible screens: Yue et al. introduced
two approaches where the first (Yue et al., 2014)
involves identifying touchpoints on the screen using
the shadow around the fingertip. The second (Yue
et al., 2015) builds upon the first but employs lan-
guage models to reconstruct English text inputs, aim-
ing to disclose confidential emails. Chen et al. (2018)
utilized foundational CV techniques to significantly
enhance shoulder-surfing attack success rates.

• Attacks utilizing display feedback features: Maggi
et al. (2011) proposed an attack exploiting the dis-
play feedback feature of Apple smartphones, which
momentarily enlarges the pressed key, making it es-
pecially vulnerable to shoulder-surfing. This feature,
typically enabled by default, allows for rapid process-
ing and evaluation when automated.
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• Reflection Attacks utilize reflections on objects like
glasses or spoons to reconstruct on-screen informa-
tion without needing to be close to the victim. This
category includes techniques (Raguram et al., 2011;
Xu et al., 2013) that reconstruct passwords or PINs
from reflections and are less likely to attract attention,
offering a stealthier approach to gathering sensitive
information.

• Smudge attacks: Highlighting the traces left by fin-
gers on touchscreen devices, these attacks derive
graphical passwords from the smudges (Aviv et al.,
2010). Information like movement direction and in-
tensity can be gleaned from these residues, which
remain largely unaffected by everyday actions like
placing the phone in a pocket.

Further related work includes Corbett et al. (2024),
where shoulder-surfing is detected using eye-tracking;
Länge et al. (2024), where shoulder-surfing resistant au-
thentication for virtual reality is presented; Imran et al.
(2024) develop a shoulder-surfing resistant authentica-
tion using graphical passwords.

Other similar uses of the technology include sign lan-
guage recognition (e.g., Al-Hammadi et al., 2020) and
therapy applications (Rungruanganukul and Siriborvorn-
ratanakul, 2020).

Our attack aims to recognize smartphone PIN entries
based on finger movements using existing CV tech-
niques and limited resources. This work follows on
the “visible hand movements” attack category, but aims
to test the feasibility of an attack using available, off-the-
shelf CV components. A possibility to do so makes the
attack much easier for malicious actors. Further, we use
only a monocular camera feed for a similar reasoning.
(A fusion of multiple modalities is possible, see, e.g.,
Kalamkar and Amalanathan (2023), but it is not our fo-
cus.) Basically, if the above is feasible, then the attack
no longer requires a researcher in CV and IT Security,
but merely a skilled software developer.

3 DEVELOPMENT OF THE ATTACK
First, we discuss the assumptions and a possible high-
level execution of the attack. The next sections will
detail the utilized CV methodologies and technical re-
quirements to execute our attack. Fig. 2 provides an
overview of the CV pipeline.

3.1 Assumptions
In our scenario, it is assumed that the attacker’s goal is
to access sensitive data stored on a smartphone. The
attacker is presumed to have a way to physically acquire
the smartphone but needs the victim’s PIN to unlock it.
Key assumptions for the attack include:

• The attacker can record the victim’s screen unlocking
process. The video quality must be sufficient to apply
CV techniques effectively. Ideally, the recording
should be made from a distance no greater than 2.5
meters using a smartphone camera.

• The video should prominently feature the smart-
phone, with at least a portion of it visible within
the frame. It is crucial that the finger movements,
particularly those of the entering finger, are clearly
observable. While the fingertip can be partially ob-
scured, significant obfuscation of movements should
be avoided.

• The PIN entry is assumed to be conducted using a
single finger, typically the thumb, with the specific
hand (right or left) being inconsequential.

• Environmental lighting conditions should neither be
too bright nor too dark, ensuring clear visibility of
finger movements and the smartphone screen. We in-
clude an evaluation with various scenes also without
a complete visibility of either screen or of fingers or
of both (see Sect. 4.2).

• The attacker must be familiar with the numeric layout
typically used for PIN entries on smartphones.

3.2 The Attack
The essence of the attack is: The movement trajectory
traced by the finger’s motion, as observed from the cam-
era’s perspective, is analyzed to deduce potential key-
presses. This process begins with capturing the move-
ment trajectory and then transforming it to align with
the user’s perspective. Subsequently, the transformed
trajectory is mapped onto a virtual keyboard to facilitate
the identification of potential keypresses. The final step
involves analyzing clusters of finger positions across
consecutive frames to accurately deduce the correspond-
ing PIN digits. The attack itself (in the broader scope)
consists of:

1. Initialization and preparation: Select a public or
semi-public location where individuals frequently
use their smartphones, such as cafés, public trans-
port, or waiting areas. The attacker prepares a high-
resolution smartphone or a camera capable of record-
ing detailed video. They also obtain or develop the
software from this paper.

2. Target selection: Observe potential victims: The at-
tacker monitors individuals using their smartphones,
paying attention to those who frequently unlock their
devices in view of others. They assess environmen-
tal conditions, pay attention to the visibility of the
smartphone screen and of finger movements.
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Figure 2: An overview of our method

3. Recording: The attacker positions themself discreetly
within a suitable distance from the target (recommen-
dation: up to 2.5 meters). Capture the video.

4. Video pre-processing: The recorded video is stabi-
lized and enhanced in its clarity if necessary. We
need to extract key frames for segmentation.

5. Computer vision analysis: As detailed in this paper,
the attacker applies CV to track the movements of
the finger and correlate them with the positions of the
numbers on the keypad. In this manner they identify
the PIN digits.

6. Verification and refinement: PIN sequence is verified
by cross-checking the extracted PIN with common
entry patterns; consistency is ensured in the detected
movements. Optionally, the attacker simulates multi-
ple PIN entries on a test device to verify the accuracy
of the deduced PIN.

7. Exploitation: The attacker physically acquires the
target’s smartphone (if not already in possession).
They unlock the device using the deduced PIN.

8. Benefit realization: Now it is possible to access and
extract sensitive data stored on the device, such as
personal information, financial data, or confidential
communications. Optionally, the attacker can install
malware or spyware on the device to maintain long-
term access or monitor the victim’s activities, if the
smartphone is to return to the victim. The attacker
can exploit the accessed data for financial gain, such
as identity theft, unauthorized transactions, or selling
the information on the black market.

In a nutshell, the attacker systematically leverages
shoulder-surfing and computer vision techniques to
compromise the security of smartphone PIN entry,
ultimately gaining unauthorized access to sensitive data
and resources. Next, we regard the CV-related parts of
the attack, following Fig. 2.

3.3 Preprocessing
During preprocessing, video segmentation isolates key
frames related to the phone unlocking process, identify-
ing a tuple that marks the start and end of the PIN entry.
To avoid errors, everything apart from the unlocking
process should be excluded from the video.

Initially, velocity analysis was considered to identify
the beginning and end of the PIN entry by detecting

when the fingertip’s velocity starts or drops to zero, re-
spectively. However, this proved unreliable due to the
constant motion of the fingertip and the difficulty in
establishing a meaningful threshold.

The current method determines the start of the PIN entry
when the finger enters the region of interest (ROI) and
stops when the finger leaves the ROI. While this method
works adequately in test environments, manual adjust-
ments are still needed, particularly at the end of the PIN
entry, as users in the wild typically continue using the
phone after the unlocking process. This suggests the
need for more refined and automated techniques in this
stage.

3.4 Identification of the Region of Interest
(ROI)

In the context of the proposed attack, the ROI is primar-
ily focused on the fingertip, with at least the edges of
the smartphone also necessary for later transformations
related to the camera angle. Given the proximity of the
fingertip to the smartphone during input, it is pragmatic
to use object detection to locate the smartphone and
designate this area as the ROI. We experimented with
Canny edge detector and Haar feature cascade classifier,
however, in the end a different approach was used.

We used a pre-trained object detection model. You-
OnlyLookOnce (YOLO) is a popular one-stage object
detection model (Redmon et al., 2016), notably for
its high speed. Specifically, YOLOv8 by Ultralyt-
ics: https://github.com/ultralytics/
ultralytics was used, which includes a pre-trained
“Cell Phone” class in one of its models. This decision
follows our general theme of using off-the-shelf
components.

However, it is important to note that YOLO is trained for
a wide range of classes and recognizes many classes. For
optimal results, the pre-existing pre-trained model could
be further trained to focus solely on the “Smartphone”
class, which would significantly enhance efficiency. The
current implementation could be optimized more, but
this was not detrimental for the subsequent steps of the
attack. The detected object was marked with a bounding
box and classification label. The coordinates of the
bounding box’s corners were then used to define the
region of the original image, thus establishing the desired
ROI for the next phase of the attack.

3.5 Finger Tracking
For our attack, which aims to recognize PINs through fin-
ger movements, tracking these movements accurately is
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crucial. The precision of finger tracking directly impacts
the reliability of the results.

Initially, the approach of extracting finger contours, sim-
ilar to Chen et al. (2018), was tested. This method lever-
ages the fact that human skin’s HSV values fall within
a similar range despite variations in skin tone. An ac-
ceptable outcome was achieved using erosion, dilation,
and a mask to isolate the finger. Contours were then
defined to determine the fingertip’s location. This tech-
nique works well when the fingertip is clearly visible
and under adequate lighting conditions. However, due
to the occasional absence of these conditions, alternative
methods were explored.

MediaPipe (Lugaresi et al., 2019), a framework by
Google for AI applications, offers various CV solu-
tions. For this attack, the ‘Hand landmark detection’
feature was employed, which starts by identifying the
palm before mapping 21 coordinates to the hand’s joints,
thereby calculating 3D coordinates for each hand seg-
ment. The decision to use MediaPipe was influenced by
these 3D coordinates, anticipating that future transfor-
mations would be significantly simplified or potentially
unnecessary.

The integration of MediaPipe into the existing concept
was successful. With MediaPipe providing access to
all 3D coordinates at any given time, it was possible
to incorporate a check to determine the primary finger
interacting with the smartphone. This finger is then
monitored for PIN entry. For this implementation, the
thumb was presumed to be the preferred finger for PIN
entry, hence the thumb tip was used as the landmark for
tracking the movement path. To illustrate the movement
trajectory, the position of the thumb tip was plotted in
each frame and connected to its position in the preced-
ing frame (viz. Fig. 1). Note that the movement path
was tracked from the camera’s perspective. Before the
trajectory can be analyzed, it needs to be transformed to
account for this perspective.

3.6 Transformation of the Camera Angle
To derive the movement trajectory from the smartphone
user’s perspective, a transformation of the recorded path
is required. The choice of MediaPipe for this task was
partly due to its capability to output landmarks in 3D
coordinates. This feature enables the normalization of
the movement path using the edges of the smartphone.
Initially, the Line Segment Detector (LSD) (von Gioi,
2014) was employed for line detection. However, for
the final angle calculations, the LSD was replaced by
the Hough Line Transform (Aggarwal and Karl, 2006),
as it provided slightly more precise results for this spe-
cific purpose. However, we found out that z-coordinates
provided by MediaPipe’s 3D coordinates are not very
precise. The estimation of the z-coordinates in space
did not yield satisfactory results in the tests conducted.

(a) Screenshot from the video. (b) Direct output of our angle esti-
mation.

Figure 3: Estimating the camera angle.

Attempts to filter out inaccurate movements using thresh-
olds did not lead to improvements.

Ultimately, rotation matrices were employed for trans-
forming the movement trajectory. In this case, they were
used to transform coordinates based on the camera angle.
The initial step involves determining the angle relative
to the camera. For instance, if the top end of the smart-
phone points directly at the camera, the angle would
be 0°. With this baseline, the angle between the user
and the camera can be easily calculated using one of
the detected lines, as Fig. 3 shows. To give a further
example, the angle in the scenario of Fig. 1 is approxi-
mately 70°. This angle is recalculated in each frame to
account for any changes during the unlocking process.
In this manner, we obtain the movement trajectory from
the user’s perspective.

3.7 Decision-Making
The decision-making phase is the final part of the work-
flow, where the PIN is reconstructed based on the in-
formation gathered in the previous steps. A significant
challenge is determining whether the recorded path cov-
ers the entire numpad or only a small portion of it, which
could be addressed by calculating the path’s bounding
box, normalizing the path points and by analyzing the
width and height to determine the usage area.

The touch interface is divided into predefined regions,
each representing a numeric key with specific normal-
ized coordinate ranges. This depends on the smart-
phone’s specific layout. Our approach involves eval-
uation of the normalized path by clustering proximate
positions to identify stable fingertip locations within
these numeric regions, and detecting transitions between
clusters to infer the PIN. For each fingertip position, we
compute the Euclidean distance to the last point in the
current cluster; if this distance is below a defined thresh-
old, the point is added to the cluster. Once a point falls
outside this threshold, we evaluate the current cluster:
if its size meets a minimum threshold, we calculate the
centroid and map it to the corresponding numeric region,
recording the detected number if it is not a duplicate of
the last one detected. In cases where a PIN contains the
same number consecutively, we handle this by checking
if the cluster size is significantly larger than usual and
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then splitting the cluster into two separate clusters to de-
tect the multiple presses. This process ensures that only
stable fingertip positions within a numeric key’s region
are considered keypresses, allowing for accurate PIN
detection from dynamic touch input paths. However, a
significant challenge arises from the variability in user
behavior during PIN entry, such as inconsistent breaks
between keypresses and varying speeds of input.

3.8 Mathematical Description of the At-
tack

Our approach can be divided into the following abstract
tasks. First, we apply preprocessing and temporal seg-
mentation as described above. These steps are less foun-
dational in nature. We then reconstruct the trajectory of
the input finger cup G, represented as a sequence of 3D
points over time. When multiple consecutive finger cup
positions change only minimally, we consider the fin-
ger to be stationary. Next, we estimate the homography
matrix H required to transform the camera’s view into a
normalized, frontal perspective of the smartphone screen.
We use angle estimation and object detection methods as
described above (see also Fig. 3), but other approaches
could also be applied. In the final step, we compute
the normalized trajectory G′ = H ·G. By mapping the
finger cup’s points of contact onto the numpad in this
normalized space, we can identify the digits pressed and
thus reconstruct the entered PIN.

4 EVALUATION OF THE ATTACK
Next, we conduct an evaluation to assess the viability
and potential effectiveness of the attack. This evaluation
aims to determine the type of attacker for whom this
method might be worthwhile and to propose possible
defense mechanisms against such an attack. We also
look into the success rate of our method in a controlled
setting.

The complexity and technical requirements of this attack
would suggest it is most suited for attackers with a so-
phisticated understanding of CV technologies. However,
little development of own CV method is required, as
a sufficiently successful attack can be composed from
existing CV libraries. Several defense mechanisms can
mitigate the risk of this type of attack:

1. Behavioral dynamics: Encouraging users to employ
unpredictable finger movements or gestures that ob-
scure the actual PIN entry can complicate the track-
ing process.

2. Screen privacy filters: Utilizing physical screen fil-
ters that narrow the viewing angle of a smartphone
screen can prevent potential onlookers or cameras
from capturing the PIN entry process. While our
method does not need to see the screen, a decrease

in visibility could undermine, e.g., the detection of
non-standard PIN keyboard by an attacker.

3. Biometric authentication: Shifting from PIN-based
authentication to biometric methods (fingerprint, fa-
cial recognition) can eliminate the vulnerability al-
together, though it is crucial to consider the security
and privacy implications of biometric data.

4. Randomized keyboard layouts: Implementing a dy-
namic keyboard layout that changes the position of
digits each time a PIN is entered can render the track-
ing of finger movements ineffective.

4.1 Ethics
An automated shoulder-surfing attack is clearly uneth-
ical. An interception of credentials can violate privacy
laws. Just as peering over someone’s shoulder to read
their private information is unacceptable, using CV meth-
ods for the same purpose is equally problematic. More-
over, CV-based methods can be replicated as software
systems on an economy-of-scale basis—organized crime
could invest in developing such a system once and then
deploy it widely. The crucial point of this work is: a suf-
ficiently effective attack no longer requires specialized
expertise in IT Security or CV; it can be implemented
using standard off-the-shelf components.

Precisely for these reasons, research on such attacks
must continue. Developing better countermeasures re-
quires a baseline attack for comparison, and raising
awareness among general users—while teaching proper
defense mechanisms—is equally important. To protect
the privacy of potential victims and to establish a viable
baseline, we generated our own dataset for this study.

All the PINs we used were created specially for the pur-
pose of this study. Most of the PINs were random. Both
phones (the one used for PIN entry and the one capturing
the video feed) belonged to us, so no personal informa-
tion or PINs were compromised. No ethics committee
statement was required for the above reason. No lever-
age of CV to infer additional personal data was possible
in our test scenario.

4.2 Evaluation on a Synthetic Dataset
For this study, a small dataset of PIN entries was specif-
ically prepared and evaluated. The dataset consists of
PIN entries on an iPhone 12 Pro, distinct from the device
used before. It includes random numerical sequences
and a subset simulating typical PIN patterns, such as cal-
endar dates and plausible birth years. All PINs had four
digits. Many of the hand and smartphone poses were not
flattering our method, with screen not visible or fingers
occluded. All videos were recorded on an iPhone 15
Pro in 4K at 60 fps under natural indoor lighting with a
bright, unobtrusive background. Detailed information
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Table 1: Evaluation dataset and results of our method.
“R?” stand for “is random?”, “F?” means “is the finger is
fully visible?”, “S?” means is the screen is fully visible?,
“Eval” stands for evaluation result.
No. Sample R? F? S? Eval

1 yes no no success

2 yes yes yes success

3 yes yes badly failure

4 yes no no failure

5 yes no no mixed

6 yes yes no failure

7 no yes yes success

8 no badly no failure

on the videos and the results of our method applied to
this dataset are presented in Table 1. The videos were
not altered of pre-processed.

In our dataset 75% of the PIN entry videos had a truly
random PIN; in about 56% the screen was visible to
the attacker, in about 31% was the fingertip visible. Ap-
plication of our method resulted in about 44% overall
success rate. This result is comparable with Cardaioli
et al. (2022). MediaPipe is able to track the fingertip
in some quite hard cases, such as #1 and, partially, #5.
Bad viewing angles (present abundantly in our dataset,
e.g., #4, #8) can pose a problem for our instance of
YOLO. Fine-tuning of the model might improve on this
issue. Notice, however, that all the “typical” scenes for
shoulder-surfing were handled correctly, and also some
that would be hard to impossible for a human.

4.3 Attack Potential
The development of the attack concept was largely suc-
cessful, with its potential deemed promising despite the
lack of a polished smartphone app, primarily due to time
constraints rather than complexity. From an attacker’s
perspective, the execution mirrors that of a traditional
shoulder-surfing attack, but with the significant advan-
tage that the evaluation process is automated through CV,
eliminating the need for manual analysis by the attacker.
This automation allows even those without specialized

knowledge to deploy the attack once it is developed into
a smartphone app; they only need to provide suitable
video material.

Reliable recognition enables the attacker to record video
from a distance, reducing risks such as third-party in-
tervention or detection by the target. The quality of the
camera and its zoom capabilities extend the potential
distance from which the attacker can operate while main-
taining necessary video quality. Alternatively, hidden
or small cameras placed near the target could minimize
exposure or allow the attacker to inconspicuously cap-
ture better footage on-site. Since the attack requires only
the visibility of finger movements and not the smart-
phone screen content, the attacker has greater flexibility
in positioning relative to the target.

An implementation of the attack directly on the at-
tacker’s smartphone could allow for live evaluations,
with all essential libraries already available in an An-
droid environment. This would enable the attacker to
adapt, such as changing positions or making multiple
recordings in succession, and make immediate decisions
regarding potential smartphone theft. Summarizing, this
attack represents a significant enhancement over tradi-
tional shoulder-surfing techniques, offering increased
flexibility and reduced risk for the attacker.

4.4 Discussion
Shoulder-surfing attacks often occur in public transport,
where camera shake during video recording can be an is-
sue. Although the procedures were tested in a controlled
and stable environment, and a method to handle camera
shake was introduced, such countermeasures are only ef-
fective up to a certain extent; excessive shaking severely
impacts the evaluation. An application of existing video
stabilization methods (Wang et al., 2023) might be of a
benefit.

Lighting conditions significantly affect the evaluation’s
quality. Detection issues of both the smartphone and fin-
gers arose in overly bright or dark environments, greatly
increasing the error rate in subsequent computations.
The impact of lighting is highly dependent on the cam-
era used. Tests with a smartphone camera (OnePlus
Nord2) and a mirrorless system camera (Sony Alpha
5000) unsurprisingly showed that the smartphone pro-
duced much poorer quality in low light. The camera
quality also influences the maximum feasible distance
from the target, with the Sony camera’s zoom proving
more reliable. However, using a camera for recording
is more conspicuous than using a mobile phone in real-
world scenarios.

With CV handling the evaluation, the risk of human error
is replaced by the potential for AI errors, making the
reliability of the results dependent on the AI techniques’
implementation. While MediaPipe is generally reliable
for finger tracking, it is not infallible, with occasional
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detection errors and frame jumps observed. To main-
tain a clear view of the input finger (see Table 1) is of
importance; while MediaPipe can estimate the position
of the fingertip using the finger joints, the data quickly
becomes inaccurate if too much of the input finger is
obscured.

Users have varying preferences for PIN entry, and while
the attack can evaluate both left and right-handed inputs
and is indifferent to the choice of input finger, it does
not yet cover PIN entries made with two fingers.

The most volatile part of our pipeline is the search for
the correct angle to transform the trajectory to the user
perspective. It should be improved in the future, with
more advanced methods. All other parts of the pipeline
are quite stable, as we found out in our experiments.

The scalability limitation is significantly mitigated with
CV evaluation, allowing faster and parallel processing of
video material. The attack also improves the scalability
of video material acquisition since capturing extensive
views of the screen and fingers is unnecessary, offering
the attacker more flexibility in recording or the option
to use hidden cameras, given the broader tolerance for
the recording angle. However, to access the smartphone
for potential subsequent attacks, physical possession is
still required. The application of CV merely replaces
the video material evaluation aspect, necessitating the
attacker’s proximity to the target.

While the proposed attack demonstrates an application
of CV technology to bypass smartphone security, its
practical implementation faces significant hurdles, in-
cluding the requirement for high-quality video capture
and the potential for user behavior to thwart the tracking
process. The development of robust defense mechanisms
further challenges the attack’s feasibility, suggesting that
its application may be limited to highly targeted scenar-
ios where alternative methods of attack are not viable.

It appears that alternative authentication methods—such
as passwords (“alphanumeric PINs”), randomized PIN
keyboards, graphical PINs, or biometric authentication
(e.g., FaceID)—offer much stronger security against
large-scale, CV-based shoulder-surfing attacks. These
methods should be recommended to the general public.

4.5 IT Security Evaluation
The attack described is feasible under somewhat favor-
able conditions, but does not currently threaten the aver-
age smartphone user on a large scale. Rather, it poses a
realistic risk for high-value targets, such as individuals of
interest to state intelligence agencies or organized crime,
and may be employed by adversaries able to automate
and scale video processing.

A key concern is the low entry barrier: building such a
system no longer requires specialized computer vision
research but can be achieved by a moderately skilled

programmer using existing libraries. The subtlety of
recording finger movements from a distance, without
needing direct shoulder-surfing proximity, makes the
method especially appealing to potential attackers.

While it is unlikely that smartphone manufacturers will
implement technical countermeasures anytime soon,
users can protect themselves through the same practices
advised for traditional shoulder-surfing attacks—namely,
covering inputs or otherwise preventing direct observa-
tion when entering sensitive information. User vigilance
thus remains the primary defense.

5 CONCLUSION, OUTLOOK, AND RE-
FLECTION

Smartphones, with their widespread use and storage of
sensitive data, are attractive targets for malicious actors.
User behavior often compromises authentication security
due to a preference for convenience and a lack of security
awareness. Traditional shoulder-surfing attacks, despite
their potential for significant harm, are less viable due to
the need for proximity and clear visibility of the device,
which presents practical challenges for attackers.

Our current threat model involves using a commodity
smartphone with a monocular video feed, as previously
discussed. In this scenario, a network of opportunistic
criminals could capture video feeds of potential targets,
deduce the PIN as described here, and then decide on fur-
ther criminal actions—such as stealing the phone once
the PIN is known. Another concern is state-level surveil-
lance that could involve large-scale PIN inference from
video feeds. However, since surveillance state actors
typically have more advanced methods at their disposal,
we consider this issue to be of lower priority.

CV offers a solution to the limitations of traditional
shoulder-surfing, allowing the proposed attack to use
basic CV techniques widely available in current appli-
cations. The close relationship between AI and cyber-
security today makes AI a dual-use technology: it en-
ables new or enhanced attacks for malicious actors and
serves as a crucial tool for defenders to address emerging
threats.

Our attack was conceptualized to be a modular approach,
with each step reflecting the attack process, similar in
coarse steps to existing approaches (Yue et al., 2014).
With basic CV principles and publicly available libraries
promising solutions were developed and tested for each
step. This success indicates not only the attack’s feasi-
bility but also its ease of execution.

The use of off-the-shelf components makes our method
accessible to criminal actors. Our method enables dis-
creet and flexible attacks on high-interest individuals
from a distance, rather than it targeting the general pop-
ulation. The main threat to average citizens comes from
petty criminals.
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Besides technical defenses, enhancing user security
awareness is the key. This attack remains relevant until
users become proactive in their defense; security mea-
sures are ineffective if unused. Users must be aware of
potential surveillance and understand the consequences
of device compromise to develop cautious routines for
sensitive inputs.

5.1 Future Work
The present work focuses on monocular visible-light
video feeds, as can be obtained from any smartphone
or surveillance camera. Stereo camera setups or other
modalities, such as thermal or infrared imaging, might
help achieve higher detection rates. The drawback, of
course, is the limited availability of specialized hard-
ware.

The next step involves conducting a more comprehen-
sive evaluation on a larger real-life dataset and devel-
oping a streamlined solution, potentially culminating
in a finalized mobile app. Future developments could
include tailoring techniques to the application, such as
training models, e.g., YOLO, with custom data, which
was not feasible due to time constraints. The compen-
sation of the viewing angle was the most fragile part
of our pipeline. Additionally, generalizing the attack to
cover other knowledge-based authentication methods be-
yond PINs and accommodating two-finger password in-
puts could enhance its applicability. Such generalization
goals appear feasible, motivating further exploration in
CV and IT Security. Combining the presented methods
with predictive models to infer missing finger trajectory
points may lead to higher detection rates.

As some smartphones include LiDAR sensors, augment-
ing the camera feed with further modalities is a viable
future approach. Stereo cameras or, generally, time-of-
flight depth sensors would also improve the accuracy,
especially since we currently rely on angle estimation.
Also, more advanced ML-based estimations of depth
would also work similarly, but would require no fur-
ther hardware. This paper focuses on data that can be
collected using commodity smartphones.

In the presented dataset, the environmental conditions
for PIN entry videos are kept fairly constant. Extending
these videos to public spaces, outdoor settings, and trans-
portation systems is a feasible direction. It would be of
interest to experiment with different lighting conditions,
camera shake, additional obstructions, and varied video
resolutions and frame rates. Crowdsourcing videos is
also a possibility. However, licensing issues and the
sensitive nature of PIN entry may hinder the creation
of third-party video samples. A further concern is the
use of additional, erratic finger movements, random-
ized keyboard layouts, or employing another hand or an
obstacle to cover the input area—common practices rec-
ommended for PIN entry at ATMs. These factors were

not addressed here. However, countermeasures such as
live obstacle detection and adjustments for them may
also be of interest. We leave these concerns to future
work.
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